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HighIMPACT LEVEL:

Update 1: Wells Fargo - Two Workers Test
Positive for Coronavirus - Raleigh, North Carolina
(US)

Two workers at a Wells Fargo campus in Raleigh have tested positive for COVID-19
The positive tests come after two other workers at the bank’s Customer Information Center in Charlotte tested positive for the
disease caused by the new coronavirus
The first case, which the company learned about on March 25, 2020 worked on the first floor of the campus’s building B, while the
other learned on March 31, 2020 worked on the second floor of building A
The bank has extended its cleaning and is enforcing social distancing
Wells Fargo is currently testing a pilot program to allow call center jobs to be done from home

Source(s)
https://www.newsobserver.com/news/coronavirus/article241685621.html
https://www.charlotteobserver.com/news/coronavirus/article241685621.html

Wells Fargo

Targets Affected:

Guidance
Actions to consider:

Assess Wells Fargo's possible service disruptions in the
US and validate mitigation plans to ensure continued
level of service
SW Subscribers should review the Disaster Recovery
Plans and Business Continuity Plans of the third party
and ensure that they are immediately tested for mission
critical processes, functions, and activities to ensure no
or minimal disruptions as a result of positive cases,
quarantined or ill workers
Ensure that Wells Fargo reviews alternative backup sites
and teams to ensure that they are not located in the
same geographical outbreak risk area, and are prepared
and operational
Ensure that Wells Fargo’s Disaster Recovery and
Business Continuity Plans are tested and account for
increased levels of employee absenteeism or
unavailability of resources
Ensure that the third party has a mechanism in place to
update its clients in advance about any ongoing
operational difficulties or expected contingencies over the
next few weeks
It is important for SW Subscribers to ensure that
movement of outside visitors and personnel to
workplaces are regulated with strict screening process,
and international travel, physical meetings, and
conferences are reviewed and approved at the senior
management level
Senior leaders should be made aware of the latest
information on COVID-19 by consulting reports
from WHO
(https://www.who.int/emergencies/diseases/novel-
coronavirus-2019/situation-reports)
and CDC (https://www.cdc.gov/coronavirus/2019-
ncov/index.html)
SW Subscribers should ensure that Wells Fargo US
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follows WHO’s guidelines for getting the workplace ready
for COVID-19 as found at
(https://www.who.int/docs/default-
source/coronaviruse/getting-workplace-ready-for-covid-
19.pdf?sfvrsn=359a81e7_6)  and initiate these
procedures even if COVID-19 has not yet arrived in the
communities in which they operate
SW Subscribers should continue to validate and adjust
their own Business Continuity Plans and Disaster
Recover Plans to ensure they are meeting the changing
risk environment
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Related Alerts

March 31, 2020 High
Wells Fargo - Employee Tests Positive
for Coronavirus - West Des Moines,
Iowa (US)
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Impact level Definitions
Impact
Level Definitions

Immediate Certain - Supply Wisdom recommends considering prompt action. Examples of Immediate level alert events may include bankruptcy filings, data breaches, unexpected
curfews, strikes, power black-outs, major geo-political events etc.

High Highly likely to occur in the near term (within 3 months) - Supply Wisdom recommends being in a state of readiness to take quick action. Examples of High level alert
events may include withdrawal of rating by ratings agencies, hostile takeover, multiple cyber-attacks, new business policies causing significant hardship etc.

Medium Likely to occur in the mid-term (within 3 to 6 months) - Supply Wisdom recommends reviewing current mitigation steps and being ready to take proactive actions if and
when situation deteriorates further. Examples of Medium level alert events may include unplanned C-level exits, suppliers caught in bribery cases, economy slipping into
recession.

Low Possible in the long-term (after 6 months) - Supply Wisdom recommends taking proactive action if situation does not resolve. Examples of Low level alert events may
include lawsuits filed against suppliers, client losses, air pollution alerts issued by country’s local authorities, unexpected holidays announced for the location etc.

Informational The event is pertinent information but does not have a risk element associated with it. Examples of Info level alert events may include launch of new solutions, partnerships
signed, industry outlook, positive changes in government policies, announcements regarding launch of software parks/ free trade zones/special economic zones etc.
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