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ImmediateIMPACT LEVEL:

Update 1: Telstra - Warns Customers of COVID-19
Remote Work Themed Phishing Scams - Australia

Telstra advised its customers to watch out for COVID-19 remote work themed phishing scams
According to Telstra, Cybercriminals are targeting staff ordered to work from home amid the COVID-19 pandemic, with
convincing phishing emails that reference the victim’s workplace
Cybercriminals are using email’s subject line, malicious link, and a sign-off signature that aligns with the domain found in the
intended victim’s email address
Telstra also informed that the URLs are just a mirage. When opened, they launch a different URL loading a page that resembles
a Microsoft Office 365 login screen. Any usernames and passwords typed into this fake Office 365 login screen will be captured
by the scammer
These details can be sold further to access email, documents, and other data
Telstra ensured that they are working with the Federal Government’s Australian Cyber Security Center to block new malicious
domains as they surface to protect customers across mobile and broadband services

Source(s)
https://exchange.telstra.com.au/watch-out-for-covid-19-remote-work-scams-and-phishing/

Telstra

Targets Affected:

Guidance
Actions to consider:

SW Subscribers should ensure that Telstra identifies all
fake websites and validate mitigation plans and notifies
its users for the same 
SW Subscribers are advised to scan their networks to
ensure that their networks have not been breached
SW Subscribers should review the Business Continuity
Plan/Disaster Recovery policies of the third party and
enquire if breach incidents are included in the same to
keep operations secured and uninterrupted
Perform recurring contract reviews and modifications to
ensure that necessary clauses pertaining to data breach
are included in terms and conditions
In the era of widespread prevalence of cybersecurity
threats, it is crucial for SW Subscribers to have an
independent cyber assessment of the concerned third
parties done periodically, such as the recently expanded
cyber susceptibility review service from Supply Wisdom,
which has been designed to ensure that clients have
necessary information about the cyber health of their
third parties
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Related Alerts

March 20, 2020 Low
Telstra - Customers Face Coronavirus-
Themed Phishing Scams - Australia
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https://app.supplywisdom.com/#/alertview/39073


Impact level Definitions
Impact
Level Definitions

Immediate Certain - Supply Wisdom recommends considering prompt action. Examples of Immediate level alert events may include bankruptcy filings, data breaches, unexpected
curfews, strikes, power black-outs, major geo-political events etc.

High Highly likely to occur in the near term (within 3 months) - Supply Wisdom recommends being in a state of readiness to take quick action. Examples of High level alert
events may include withdrawal of rating by ratings agencies, hostile takeover, multiple cyber-attacks, new business policies causing significant hardship etc.

Medium Likely to occur in the mid-term (within 3 to 6 months) - Supply Wisdom recommends reviewing current mitigation steps and being ready to take proactive actions if and
when situation deteriorates further. Examples of Medium level alert events may include unplanned C-level exits, suppliers caught in bribery cases, economy slipping into
recession.

Low Possible in the long-term (after 6 months) - Supply Wisdom recommends taking proactive action if situation does not resolve. Examples of Low level alert events may
include lawsuits filed against suppliers, client losses, air pollution alerts issued by country’s local authorities, unexpected holidays announced for the location etc.

Informational The event is pertinent information but does not have a risk element associated with it. Examples of Info level alert events may include launch of new solutions, partnerships
signed, industry outlook, positive changes in government policies, announcements regarding launch of software parks/ free trade zones/special economic zones etc.
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