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ImmediateIMPACT LEVEL:

Update 1: Tech Mahindra - Plans to Shut All
Offices and Manage Critical Services from Home -
India

Tech Mahindra said it would shut all offices, and most critical services would be managed by employees from home
Most Tech Mahindra employees started working from home in view of the Covid-19 outbreak and the consequent lockdown, but
staff supporting critical and essential services had to be present in its offices
“The wellbeing and safety of our associates and partner ecosystem is our biggest priority. In accordance with the government’s
order and guidelines, we have decided to shut all our office spaces, even most of our essential and critical services are being
managed from home,” said Harshvendra Soin, Chief People Officer of Tech Mahindra
Some Tech Mahindra employees had to report to work on Sunday, the day of the curfew announced by Indian Prime Minister
Narendra Modi
The company said this was because some of its businesses come under essential services
Soin said Tech Mahindra was working to ensure that the transition to work from home would be smooth
The company is working in parallel with backend IT and security teams to ensure smooth transition and is constantly monitoring
the situation
Supply Wisdom is continuously monitoring the situation and will alert you to any relevant developments
Please consult National Center for Disease Control (https://ncdc.gov.in/) for latest information on COVID-19 in India

Source(s)
https://www.communicationstoday.co.in/tech-mahindra-to-shut-all-offices-manage-critical-services-from-home/
https://economictimes.indiatimes.com/tech/ites/tech-mahindra-to-shut-all-offices-manage-critical-services-from-
home/articleshow/74832240.cms

Tech Mahindra

Targets Affected:

Guidance
Actions to consider:

Ensure that Tech Mahindra’s Disaster Recovery and
Business Continuity Plans are tested and account for
increased levels of employee absenteeism or
unavailability of resources
SW Subscribers are advised to ensure adequate internet
bandwidth, hardware capacity, appropriate launch of
business applications and related data, and proper
network configuration is available in affected regions for
remote workers to perform critical business functions
Ensure remote workers can be relied on to perform
critical business functions by conducting drills and tests
regularly
SW Subscribers should ensure that the third party
establishes site to site VPN tunnels and remote work
guidelines; ensure every remote employee has secured
VPN access/authorization, laptops, mobile phones, video
conference tools, internet connectivity, permission to use
personal devices, etc. and should have the
experience/training necessary to use tools provided to
them
Ensure that the third party collaborates and organizes
meetings with the remote employees using online tools
such as Webex, Zoom, GoToMeeting, etc
Ensure that the third party sets up appropriate
communication channels and information systems to
avoid panic and rumors at the workplace and ensure
employees are given clear health and safety guidelines in
line with WHO recommendations as found at
(https://www.who.int/emergencies/diseases/novel-
coronavirus-2019)  
Maintain vigilance to ensure you are prepared for a
subsequent reduction in services due to residual staffing
effects from COVID 19 health concerns
Ensure that the third party migrates data to cloud so that
data is easily accessible from anywhere without taxing
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business network infrastructure; few cloud providers are
Amazon AWS, IBM Cloud, Microsoft Azure, etc
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Related Alerts

March 5, 2020 Low
IT Services Companies - Urges
Employees to Work from Home over
Coronavirus Concerns - India
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Impact level Definitions
Impact
Level Definitions

Immediate The intensity of the event is such that disruption to business/operations is certain. Supply Wisdom recommends taking prompt action. For example, bankruptcy filings, data
breaches, unexpected curfews, strikes, power black-outs, major geo-political events etc.

High The intensity of the event is such that disruption to business/operations is highly likely to occur in the near term (within 3 months). Supply Wisdom recommends being in a
state of readiness to take quick action. For example, withdrawal of rating by ratings agencies, hostile takeover, multiple cyber-attacks, new business policies causing
significant hardship etc.

Medium The intensity of the event is such that disruption to business/operations is likely to occur in the mid-term (within 3 to 6 months). Supply Wisdom recommends reviewing current
mitigation steps and being ready to take proactive actions if and when situation deteriorates further. For example, unplanned C- level exits, suppliers caught in bribery cases,
economy slipping into recession etc.

Low The intensity of the event is such that it has a possible impact on business/operations in the long-term (after 6 months). Supply Wisdom recommends taking proactive action if
situation does not resolve. For example, lawsuits filed against suppliers, client losses, air pollution alerts issued by country’s local authorities, unexpected holidays announced
for the location etc.

Informational The event is pertinent information but does not have a risk element associated with it. For example, launch of new solutions, partnerships signed, industry outlook, positive
changes in government policies, announcements regarding launch of software parks/free trade zones/special economic zones etc.
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