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LowIMPACT LEVEL:

Google LLC - Warns of Potential Risks to Cloud
Service Support over COVID-19

Google has warned cloud customers of the risk of the COVID-19 pandemic affecting its support centers, which may result in a
reduction of service
The email was sent out on March 14, 2020 to Google G Suite customers worldwide
"Given the ever-changing situation surrounding COVID-19, we wanted to alert you to some potential changes that could affect
certain support channels in the coming days," the message said
In the event that one or more support centers are affected, Google Cloud may shift or reduce some services temporarily
The services are not specified and G Suite customers are asked to log into their accounts and check the Google Cloud Support
Portal for the latest news
Google Cloud said it has "a thorough business continuity plan, which leverages our global network to ensure support will continue
to be provided in the event that the availability of any location is impacted"
The company said it has tested the plans to ensure business continuity while maintaining security compliance
Google Cloud's main IaaS and SaaS competitors Microsoft Azure and Amazon Web Services have yet to warn their customers
on potential effects on service delivery and support due to COVID-19

Source(s)
https://www.itnews.com.au/news/google-warns-covid-19-could-affect-g-suite-service-and-support-539326

Google LLC

Targets Affected:

Guidance
Actions to consider:

Assess possible service disruptions and validate
mitigation plans to ensure a continued level of service
SW Subscribers should consider initiating the Business
Continuity Plan to keep operations secured and
uninterrupted
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Impact level Definitions
Impact
Level Definitions

Immediate The intensity of the event is such that disruption to business/operations is certain. Supply Wisdom recommends taking prompt action. For example, bankruptcy filings, data
breaches, unexpected curfews, strikes, power black-outs, major geo-political events etc.

High The intensity of the event is such that disruption to business/operations is highly likely to occur in the near term (within 3 months). Supply Wisdom recommends being in a
state of readiness to take quick action. For example, withdrawal of rating by ratings agencies, hostile takeover, multiple cyber-attacks, new business policies causing
significant hardship etc.

Medium The intensity of the event is such that disruption to business/operations is likely to occur in the mid-term (within 3 to 6 months). Supply Wisdom recommends reviewing current
mitigation steps and being ready to take proactive actions if and when situation deteriorates further. For example, unplanned C- level exits, suppliers caught in bribery cases,
economy slipping into recession etc.

Low The intensity of the event is such that it has a possible impact on business/operations in the long-term (after 6 months). Supply Wisdom recommends taking proactive action if
situation does not resolve. For example, lawsuits filed against suppliers, client losses, air pollution alerts issued by country’s local authorities, unexpected holidays announced
for the location etc.

Informational The event is pertinent information but does not have a risk element associated with it. For example, launch of new solutions, partnerships signed, industry outlook, positive
changes in government policies, announcements regarding launch of software parks/free trade zones/special economic zones etc.
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